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• There are a lot of devices that emit some form of energy wave. 



• RF is only one piece of the spectrum, covering AM/FM radios, cell phones, 
radar, microwave ovens, TVs and of wireless network traffic. 
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Radio Wave or Radio Frequency 

• Type of electromagnetic signal designed to carry information through the air over relatively long distances.

• These signals oscillate at a very high rate , which allows the waves to travel through the air similar to waves on an ocean. 

• Radio waves used for carrying music to FM radios and video to televisions and carrying data over a wireless network
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• Frequency : f= c/λ
•The number of times the signal oscillates in one second (Hz)
•2.4GHz = 2.4 billion oscillations in one second

• Amplitude : 
•The signal’s power in volts (2.4GHz frequency has lower 
amplitude than 5GHz frequency)

• Wavelength :  λ
•The measure of one wave to the next wave
•2.4Ghz wave= ~4.8 inches, 5Ghz = ~2 inches
•Antenna length = λ/2

• Energy   : E = hc/λ
•Required power for transmission 
•More Power Required will have more attenuation and lower 
distance travelled . 
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• Key ideas for wireless are coverage and performance

• To measure power, we can measure absolute or relative power
• Absolute is compared to a known scale
• Relative is to another signal
• Need to Measure the change in power

• Most 802.11 equipment is measured in mill watts
• Usually 1 to 100 mw

2

100    +   20 – 10 =   90           
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Half actual 
power

3 dB
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absolute  
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distance 

6dB

• 3 dB gain = mW × 2
• 3 dB loss = mW ÷ 2
• 10 dB gain = mW × 10
• 10 dB loss = mW ÷ 10
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• RSSI : measured in milliwatt decibels dBm 

• The strength that the device is hearing a AP signal.

• Accepted Value not less than -75 dB

• Noise Floor : measured in milliwatt decibels dBm

• Noise is any signal (interference) that is not WiFi traffic

• Nosie Source as cordless phones, microwaves and Radar

• Accepted value not more than -85 dB

• SNR: measured in decibels dB

• Ratio between Signal received RSSI and Noise level 

• Measured as a positive value between 0db and 120db

• Accepted value not less than 25 dB
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• Channel : 
•Smaller area within frequency bands that are used by Radios 
network to send and receive data

• Bandwidth (Width) 
•Area of Frequency spectrum allocated to certain channel 
•As Channel BW increase more data could be transferred 
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•The offset of a wave from a given point. 

•When two waves cross paths, they either cancel each other out or compliment each other

•In Phase wave When multiple signals have same peaks and valleys

•Out of Phase when multiple signals have different peaks and valleys
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• Key ideas for wireless are coverage and performance

• To measure power, we can measure absolute or relative power
• Absolute is compared to a known scale
• Relative is to another signal
• Need to Measure the change in power

• Most 802.11 equipment is measured in mill watts
• Usually 1 to 100 mw

2

100    +   20 – 10 =   90           
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20 +6 – 3 = 17         
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• RSSI : measured in milliwatt decibels dBm 

• The strength that the device is hearing a AP signal.

• Accepted Value not less than -75 dB

• Noise Floor : measured in milliwatt decibels dBm

• Noise is any signal (interference) that is not WiFi traffic

• Nosie Source as cordless phones, microwaves and Radar

• Accepted value not more than -85 dB

• SNR: measured in decibels dB

• Ratio between Signal received RSSI and Noise level 

• Measured as a positive value between 0db and 120db

• Accepted value not less than 25 dB
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• Polarization
•How an antenna is mounted (Horizontally or Vertically)
•Vertical antennas can hear other vertical antennas
•Dual Polarized Antenna can hear at both directions
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• Absorption
•Signal path through thick walls as bricks and walls 

•Reflection
•Signal hit metal surface and reflect it’s way
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Country Regularities 

IETF : International Standards 

FCC  : Local Regularity for US

ETSI : Regularity for Europe 

NTT  : Regularity for Japan

limiting which frequencies WLAN can use and the

output power on each of those frequency bands. 
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ISM or Industrial, Scientific and Medical bands. These bands have been internationally agreed and 
unlike most other bands, they can be used without the need for a transmitting license.
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• Include 11 channels at North American domain, and 13 are allowed in Europe 

• Channel width 22 Mhz with Central Frequency every 12 Mhz

• Only provide 3 non overlapping channels 

• Crowded with a lot of application as Bluetooth – Dect Phones - Microwave
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• Include 45 channels with 21 non overlapping 

• Divided into 4 UNI Bands Unlicensed National Information Infrastructure (U-NII)
bands, as defined by the FCC. 

• First 3 Bands used for WLAN UNI 1 - 3 

• UNI 2E was used for Military and 

Radar at First before apply to WLAN

• UNII-1 & 2 Band used for Indoor

UNII 2E used for  Indoor and Outdoor 

UNII 3 used For Outdoor 

• Less Crowded – less Interference but

lower travel distance 
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• Dynamic Frequency Selection (DFS)
• UNII-2 and UNII-2E

• The 5 GHz band had been in use for aviation and weather 
radars before it was opened for WiFi use

• If an access point detects a radar signal, it must change its 
channel, which usually breaks connections to its clients.

• Radio must detect and avoid radar and satellite systems
Many 5GHz channels are in DFS range

• Transmit Power Control (TPC)
• Dynamically regulates power levels of devices so 

communication is “just enough”

• Minimizes interference risk

• Honor EIRP allowed at country 

Sample Wi-Fi interference on a radar image
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• Combine 2 x 20 MHZ into one 40 MHZ Channels

• Provide almost double throughput 

• Could also combine 4 or 8 channels to get 80 and 160 MHz

• For 2 .4 GHz can only use 40 MHz 

• For 5 GHz can use 8 channel bonding to 160 MHz

• With more channel bonding – less available channels 
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Channels 20 Mhz 40 Mhz 80 Mhz 160 Mhz

DFS 25 12 6 2

No DFS 9 4 2 0
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• Any device transmit signal in same frequency band of WLAN will be interference source and create noise
• Interference is both inevitable and unpredictable. It varies by device (microwave, cordless phone), usage pattern (time 

variance), and location (local emissions regulations, construction). 
• Two elements of interfering devices to be aware of are “duty cycle” and “decibels” (dB). 

• Duty cycle describes how often an interferer is active, over a given time period. 

• Decibels provide a scale to measure the strength of the signal

• A lot of BLE with low power and low duty cycle compared to few Microwave Oven with 100 % duty cycle and high 

power
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All Wi-Fi connections can be negatively affected by electromagnetic interference, also 

called radio-frequency interference, which happens for three main reasons
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1.Prevalence:

How prevalent is the specific source of 

interference in the network as BLE

2. Severity

To what extent does the specific source, 

when present, affect Wi-Fi based on 

Device power and duty cycle as Camera 

and Microwave Oven
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Throughput 
Decrees

Packet Retry 
and drop

More 
Interference 
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• Spectrum analyzer display availability of channels through certain time

• Also can view impact of multiple inference sources including power and duty cycle
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• Due to high noise and Interference sources channel wont be available for connectivity

• A lot of users traying to access AP with shared medium

• Lead to high packet drops and retries  

• users are facing slowness, and the ping to the gateway is going high.
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• Modulation is the process of converting data into electrical signals optimized for transmission. 
• Modulation techniques are roughly divided into four types: 

• Analog modulation, Digital modulation, Pulse modulation , and Spread spectrum method.
• Analog modulation is typically used for AM, FM radio, and short-wave broadcasting.
• Digital modulation involves transmission of binary signals (0 and 1).
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• ASK (Amplitude Shift Keying)
• A digital modulation method that sends transmission 

data by varying the presence/absence of analog signals.

• FSK (Frequency Shift Keying)
• This technique utilizes the difference in the amplitude 

of analog signals to modulate digital signals by 
switching between low frequency and high frequency in 
order to represent 0 and 1.

• PSK (Phase Shift Keying)
• This technique utilizes the difference in the phase of 

analog signals to modulate digital signals by switching 
between frequency angle (0-90-180-270) in order to 
represent 0 and 1.
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• BPSK (Binary Phase Shift Keying) is 
• A digital modulation scheme that performs data transmission by phase-modulating a reference signal 
• used for lower bit rates with 802.11g clients. 
• BPSK paired with half rate encoding, results in a bit-rate of 6Mbps. 9Mbps is achieved with BPSK and 3/4 code 

rate.
• O-QPSK (Offset-Quaternary Phase Shift Keying)
• A digital modulation scheme that performs data transmission by phase-modulating a reference signal. 
• The timing of the in-phase component (I) and quadrature component (Q) are shifted by 1/2 from QPSK, 

which performs phase modulation in 4 steps
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• Modulation and Coding Scheme
• Represent required Signal Strength and expected Data Rate Access Point will use Certain 

Modulation and Coding methods along with certain values of Channel Width and Spatial Stream 
• Distance expresses as free space related to 6 dB rule without barriers 

• 150 
Mbps

Date Rate

• -61 dBm

RSSI
• 1 Spatial 

Stream

S Stream

• 40 Mhz

CH Width

Distance

• 64 QAM

Modulation
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• Electrical device which  Converts electric energy into 

radio waves, and vice versa. 

• It is used with a radio transmitter or radio receiver.

• It Can focus the signal into certain direction with certain pattern
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• Electrical device which  Convert electric energy into 

radio waves, and vice versa. 

• It is used with a radio transmitter or radio receiver.

• It Can focus the signal into certain direction with certain pattern
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Shape of the radiation patternsRF Lobes

Horizontal or vertical orientationPolarization

Angles of Wireless Emission Beam Width

Azimuth and Elevation PlanePattern Charts

Changing the RF coverage pattern (beamwidths)Gain dBi
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Isotropic Antenna 1 Watt
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Beam  Width

Angle at Which 

Gain decreased 

by -3dB 
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Beam Width -120 Beam Width -360 
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• Beamwidth is the angle of measurement of the main RF lobe measured at what is called

the half-power point, or - or power. 

• This is where the RF power decreases by 50 percent.

• Antenna beamwidth is measured both horizontally and vertically, in degrees.

• As Beamwidth change – pattern changes and coverage area changes 



103

• Antenna Send Signal at Main Direction 

• Some of Signal Distorted at other Direction 

• Main Lobe : Direction of Maximum Transmission energy 

• Major Lobe : additional Lobes to sides or back of main lobe 
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• Antenna gain is measured in decibels isotropic (dBi)

• Gain is change in intensity as a result of increasing the isotropic energy. 

• Isotropic energy is defined as energy emitted equally in all directions. 

• Antenna Considered Passive Gain not active Gain – Just Focus Signal in certain Direction 
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•How an antenna is mounted (Horizontally or Vertically)
•Vertical antennas can hear other vertical antennas
•Dual Polarized Antenna can hear at both directions
•Transmitter an Receiver should have same Polarization 
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• Impedance is the measurement of alternating current (AC) resistance. 

• Impedance mismatch in a WLAN system almost 50 Ohm includes antennas, cables and connectors

• impedances of all components should be matched as closely as possible to optimize performance 

Impedance mismatches can result in what is called voltage standing wave ratio (VSWR)
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VSWR is defined as the ratio of the maximum to minimum voltage on a loss-less line.

The resulting ratio is normally expressed as a ratio, e.g. 2:1, 5:1, etc.

A perfect match is 1:1 and a complete mismatch, i.e. a short or open circuit is ∞:1.

Insertion Loss : Losses due To adding Connectors and Cables , usually minor but with bad connecting will 

resulting in less RF signal and less throughput. 
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• Antenna charts show the angles of RF propagation from both the azimuth (horizontal or looking down, top view) and 

the elevation (vertical or side view). 

• They give a general idea of the shape of the RF propagation lobe based on antenna design.
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• Antenna charts show the angles of RF propagation from both the azimuth

• Azimuth Horizontal - looking down or  top view                   Elevation - Vertical – Looking side view). 

• They give a general idea of the shape of the RF propagation lobe based on antenna design.
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Lightening  Arrestor
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• Most internal AP antennas 

have a gain of less than 4 dBi. 

• For More omnidirectional 

gain external antennas will 

usually be required. 
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Antenna

Down-tilt Dipole Semi

Patch/Panel

Sector

High Gain

Yagi 

Parabolic Dish

Omni Directional
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Isotropic Omni Dipole Sector Down Tilt Patch Yagi
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2 dB Dipole / Omni 

Antenna

7 dB Patch/Sector 

Antenna

They can be very useful at reducing co-channel interference (CCI) caused by APs that 
can hear each other in open space 
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Antenna Type Gain dBi Horizontal BW Vertical BW Usage

Dipole Omni 2-6 360 45-90 (75) Indoor Open Spaces – Center of Area

Down Tilt 180 45-90 (75) Indoor High Ceiling – Center of Area

Patch/Panel Semi 
Directional

7-11 35-60 (60) 30-80 (30) Indoor -Edges– Hotels – High Density

Sector 11 -14 90-180 (120 ) 10-20 (10) Point to Multi Point Outdoor 

Yagi Directional 14-19 25-65 (30) 25-65 (30) Point to Point Small Distance 1 Km

High Gain 21-29 3-15 (6) 3-15(6) Point to Point Long Distance – 5 Km
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• Radio Frequency (RF) waves are used to transmit and receive data on WLANs.
• The RF wavelength is related to the frequency: higher frequencies result in shorter wavelengths and lower 

frequencies result in longer wavelengths.
• The amplitude of a wave is the power or strength of the wave.
• The phase of a wave is a comparative attribute that relates the wave to another.
• Waves may be in-phase with other waves or some degree out-of-phase.
• Modulation uses phase shifts (PSK) and amplitude shifts (ASK) in WLANs.
• RF waves are reflected off of obstacles that are large in relation to the wavelength and have reflective 

properties.
• Many materials absorb some of the RF energy as the waves pass through them.
• Absorption results in increased attenuation over that which would occur in free space.
• RF transmission power is often referenced in watts (W) or milliwatts (mW), but received signal strength is 

typically referenced in dBm.
• 802.11 devices use a modulation and coding scheme (MCS) to achieve the data rate in the link.
• In addition to the modulation and coding, the channel width and number of spatial streams impact the 

achievable data rate.
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Multiple Access Multiplexing

It is a technique that permit many users to simultaneously
access a given frequency allocation

It is a process to combine multiple signal for transmit it over a 
single channel or media

Allocate few channels to multiple users at same time Divide channel to send multiple data stream of one user 

Increase Users Capacity Increase Data Rate Per User 

Frequency Division Multiple Access (FDMA)
Orthognal Frequency Division Multiple Access (OFDMA)
Time Division Multiple Access (TDMA)
Code Division Multiple Access (CDMA Spread Spectrum)

Frequency Division Multiplexing (FDM).
Time Division Multiplexing (TDM).
Wave Division Multiplexing (WDM)
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• Many to One / One to Many

• The process of combining various digital signals into one signal over a shared 

medium  
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• Multiplexing divided into Analog and Digital based on Signal type need to be shared

• Main Types of Digital Multiplexing – TDMA – FDMA- ODFM-CDMA

• Target for Multiplexing to send Multiple Data Stream over same channel 

• Target  of Multiple Access is how to divide time or Frequency among multiple users
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• FDMA (Frequency Division Multiple Access)
• Each user on a different frequency - A channel is a frequency
• TDMA (Time Division Multiple Access)
• Each user on a different window period in time slot.
• CDMA (Code Division Multiple Access)
• Each user uses the same frequency all the time but mixed with different 

distinguished code patterns.
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• TDMA : on Time Division Multiplexing which assign time slot for every client send information at 

same frequency channel 

• OFDM is based on the well-known technique of Frequency Division Multiplexing (FDM).

• In FDM different streams of information are mapped onto separate parallel frequency channels.

• Each FDM channel is separated from the others by a frequency guard band to reduce interference 

between adjacent channels.
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 Spread spectrum is a communication technique that spread data over wider bandwidth

 Spread spectrum is characterized by wide bandwidth and low power

 Signal modulated using sequence of digits & Receiver uses same sequence to demodulate signal

 Jamming and interference have less effect on Spread spectrum

 Can hide/encrypt signal Only receiver who knows spreading code can retrieve signal

 Several users can share same higher bandwidth with little interference
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Narrow Band

• Uses only enough frequency 
spectrum to carry the signal

• High peak power

• Easily jammed

• Easy to detect 

Wide Band

• Bandwidth is much wider than 
required to send to the signal

• Low peak power

• Hard to detect

• Hard to intercept

• Difficult to jam
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FHSS

Operates in the 2.4 Ghz

Rapid frequency switching

Low data rate 1 Mbps

Channel width 87 Mhz

Used for Bluetooth 

DSSS

Operates in the 2.4 GHz

Data signal is inserted into a higher 
data rate

Speed up to 5 Mbps

Channel Width 22 Mhz

Use QPSK Modulation

OFDM

Operates in both 5 Ghz and 2.4 GHz

Divide Frequency into Sub Carriers 

Higher Data Rates 54 Mbps

Channel width 20-40-80 MHz

Use QAM Modulation 
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 FHSS is frequency hopping spread spectrum

 Its primary purpose is to avoid interference between multiple devices using the same bandwidth 

and in close proximity with each other.

 Signal broadcast over seemingly random series of frequencies

 Bluetooth radio change transmission frequency 1600 times per second for each 1 slot packet 

 The data is spread over 83 MHz (total 79 x 1 MHz channel ) in the 2.4 GHz ISM band 

 Data then transmitted using a hopping pattern (jumping among the channels).

 Used for Bluetooth and Home RF – Maximum data Rate 1 – 2 Mbps
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 Considered as CDMA  

 Each bit is represented by 

multiple bits in transmitted 

signal using spreading code

 DSSS spreads the signal by 

adding redundant bits to the 

signal prior to transmission 

which spreads the signal 

across 22 Mhz

 Direct Sequence Spread Spectrum
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• The Center DSSS frequencies of each channel are only 5 Mhz apart but each channel is 22 Mhz wide

• For two bands not to overlap (interfere), there must be five channels apart, e.g., Channels 1 and 6, 

Channels 2 and 7, etc.

• A maximum of three channels may be co-located (as shown) without overlap (interference)
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• FDMA (Frequency Division Multiple Access)
• Each user on a different frequency - A channel is a frequency
• TDMA (Time Division Multiple Access)
• Each user on a different window period in time slot.
• CDMA (Code Division Multiple Access)
• Each user uses the same frequency all the time but mixed with different 

distinguished code patterns.
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• Multiplexing divided into Analog and Digital based on Signal type need to be shared

• Main Types of Digital Multiplexing – TDMA – FDMA- ODFM-CDMA

• Target for Multiplexing to send Multiple Data Stream over same channel 

• Target  of Multiple Access is how to divide time or Frequency among multiple users
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Frequency Division Multiple Access (FDMA)
The available channel bandwidth is divided into many non overlapping frequency bands, where each band is 
dynamically assigned to a specific user to transmit data.
Frequency Division Multiplexing  (FDM ): Signals from multiple transmitters are transmitted simultaneously over 
multiple frequencies (Introduce Sub Carriers Idea )
Each subcarrier is modulated separately by different data stream and a guard band is placed between subcarriers 
to avoid signal overlap 
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 Multiple sub-channels (sub-carriers) carry samples sent at a lower rate

 Almost same bandwidth with wide-band channel

 Only some of sub-channels are affected by interferers or multi-path effect
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OFDM Better than FDM
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No need for Guard Interval



178

Bandwidth 

Utilization
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The OFDM scheme differs from traditional FDM in the following interrelated ways:

1. Multiple carriers (called subcarriers) carry the information stream

2. The subcarriers are orthogonal to each other

3. A guard interval is added to each symbol to minimize the channel delay spread and 

inter-symbol interference.



180

• Allows 52 channels to overlap without losing their orthogonality (individuality).

• 48 sub-channel are used to transmit data and 4 Sub-channel are used as Pilot Carriers.

• The pilot sub-channels are used to monitor path shift and shifts in sub-channel frequencies (Inter Carrier 

Interference (ICI)) 
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• (OFDM) divides a given channel into many narrower subcarriers.

• OFDM subcarrier spacing creates "nulls" canceling out inter-carrier interference (ICI) 

without the need for guard bands or expensive band pass filters

• Without 
Orthogonality

With 
Orthogonality
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• Orthogonal Frequency Division Multiplexing (OFDM) is a digital multi-carrier 

modulation scheme that use multiple subcarriers within the same single channel. 

• Rather than transmit a high-rate stream of data with a single subcarrier, OFDM makes 

use of a large number of closely spaced orthogonal subcarriers transmitted in parallel. 
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• Data subcarrier modulation formats are BPSK, QPSK, 16QAM, and 64QAM.

• Each OFDM subcarrier carries a single modulated data symbol, or "constellation point", along 

with its magnitude and phase information . 

• Magnitude and Phase will vary for each subcarrier and OFDM symbol in transmitted burst.
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• OFDMA is a multi-user version of the OFDM digital-modulation technology. 

• OFDMA subdivides a channel into smaller frequency parts named resource units 

• Resource Units (RUs) could be assigned to different users at same channel 
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